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I. GENERAL 

A. How to Respond 

 

 

 

 

 

 

 

B. Mississippi Department of Information Technology Services (ITS) 
Requirements 

 

 

a. All information obtained by the Vendor under this contract shall 
become and remain the property of the State; and 

b. At no time shall any data or processes which either belong to or 
are intended for the use of State or its officers, agents, or 
employees be copied, disclosed, or retained by the Vendor or any 
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party related to the Vendor for subsequent use in any transaction 
that does not include the State. 

 

 

a. The Vendor shall encrypt all non-public data in transit regardless of 
the transit mechanism. 

b. For engagements where the Vendor stores non-public data, the 
data shall be encrypted at rest. Both parties will discuss and 
negotiate the key location and other key management details. 
Where data encryption at rest is not possible, the Vendor must 
describe existing security measures that provide a similar level of 
protection. Additionally, when the Vendor cannot offer encryption at 
rest, it must maintain, for the duration of the contract, cyber security 
liability insurance coverage for any loss resulting from a data 
breach. The policy shall comply with the following requirements: 

1) The policy shall be issued by an insurance company 
acceptable to the State and valid for the entire contract term, 
including any term extension(s); 

2) The Vendor and the State shall agree on the liability 
insurance coverage required; 

3) The policy shall include, but not be limited to, coverage for 
liabilities arising from premises, operations, independent 
contractors, products, completed operations, and liability 
assumed under an insured contract; 

4) The policy shall include third-party coverage for credit 
monitoring, notification costs to data breach victims, and 
regulatory penalties and fines; 

5) The policy shall apply separately to each insured against 
whom a claim is made or suit is brought subject to the 
Vendor’s limit of liability; 

6) The policy shall include a provision requiring thirty (30) days 
written notice before it can be canceled; 

7) The Vendor shall be responsible for any deductible or self-
insured retention in the insurance policy; 

8) The coverage under the policy shall be primary and not over 
any other insurance carried by the Vendor; and 

9) In the event the Vendor fails to always keep in effect the 
insurance coverage required by this provision, the State 
may, in addition to any other remedies it may have, 
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terminate the contract upon the occurrence of such event, 
subject to the contract's provisions. 

 

 

 

a. Suspension of services: During any period of suspension of this 
Agreement, for whatever reason, the Vendor shall not take any 
action to erase any State data intentionally. 

b. Termination of any services or agreement in entirety: In the event 
of termination of any services or the agreement in its entirety, the 
Vendor shall not take any action to intentionally erase any State 
data for 90 days after the effective date of the termination. After 
such 90 days, the Vendor shall have no obligation to maintain or 
provide any State data and shall thereafter, unless legally 
prohibited, dispose of all State data in its systems or otherwise in 
its possession or under its control as specified in Item 14(d) below. 
Within this 90-day timeframe, the Vendor will continue to secure 
and back up State data covered under the contract. 

c. Post-Termination Assistance: The State shall be entitled to any 
post-termination assistance generally made available concerning 
the Services unless a unique data retrieval arrangement has been 
established as part of the Service Level Agreement. 

d. Secure Data Disposal: When requested by the State, the provider 
shall destroy all requested data in all its forms, such as disk, 
compact disc or digital video disk (CD/DVD), backup tape, and 
paper. According to National Institute of Standards and Technology 
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(NIST) approved methods, data shall be permanently deleted and 
not recoverable. Certificates of destruction shall be provided to the 
State. 

 

 

 

 

 

 

 

a. Advance notice and change control for major upgrades and system 
changes; 

b. System availability, uptime guarantee, agreed-upon maintenance 
downtime; 

c. Recovery Time Objective; Recovery Point Objective; and 

d. Security Vulnerability Scanning. 
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C. Current Overview and Configuration 
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D. Statement of Understanding 
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E. Hosting Environment 

 

 

 

 

 

 

F. Vendor Qualifications 
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G. Implementation Team and Work Requirements 
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H. Project Work Plan and Schedule 
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II. FUNCTIONAL TECHNICAL REQUIREMENTS 

A. General 
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B. Web Access 
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C. Mobile Access 

 

 

D. Administrative Management 

 

 

 

 

 

E. Workflow 
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F. Document Manager 
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G. Search Functions 
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H. Reports and Dashboards Reports and Dashboards 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

I. Alerts and Notifications 
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J. Calendar/Date Functions 

 

 

 

 

 

K. Payment Functionality 
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L. Payment Processing Requirements 
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III. FUNCTIONAL REQUIREMENTS BY MODULE 

A. General 
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B. Business Registrations and Filings – External Portal 
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C. Business Registrations and Filings – Internal 
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D. Standard Reports and Queries 



Attachment A – Technical Requirements 
RFP No. 4585 – Businesses Operations and Filing System  

for Mississippi Secretary of State 
 

 27 of 63 
 

 

 

 

 

 

E. Searches 

 

 

 

F. Interfaces 

The proposed solution must provide interfaces including but not limited to: 

 

 

 

G. Uniform Commercial Code (UCC) 

 

 

 

 

 

 

 



Attachment A – Technical Requirements 
RFP No. 4585 – Businesses Operations and Filing System  

for Mississippi Secretary of State 
 

 28 of 63 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Attachment A – Technical Requirements 
RFP No. 4585 – Businesses Operations and Filing System  

for Mississippi Secretary of State 
 

 29 of 63 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Attachment A – Technical Requirements 
RFP No. 4585 – Businesses Operations and Filing System  

for Mississippi Secretary of State 
 

 30 of 63 
 

 

 

 

 

 

 

 

 

H. Charities Filing Requirements  
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I. Internal 
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J. Reports 
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K. Searches  

 

L. Regulation & Enforcement - PreNeed and Perpetual Care Registrations and 
Reporting 
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M. Reports 

 

N. Searches 

 

 

O. Securities 
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P. Reports 

 

 

 

 

Q. Investigations and Examinations for Charities, Securities and Regulation & 
Enforcement 
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R. Public Records Request Portal 
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S. Revenue Receipting System 

 

 

 

 

 

 

 

 

IV. SYSTEM DESIGN 

A. Data Management 

 

 

 

 

 

 

B. Standards 
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C. Interfaces 

 

 

 

 

 

 

 

 

 

D. Backup and Recovery 
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E. Service Availability and Restoration 

 

 

 

 

 

F. Continuity of Operations Plan 
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V. IMPLEMENTATION REQUIREMENTS 

A. Vendor Acknowledgement 
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B. General Scope 

 

 

 

 

 

 

 

 

 

 Train system users and provide complete system documentation 
and user documentation. 

C. Program Management 
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D. Project Management 

 

 

 

 

 

Job Function Available Staff 

Chief Information Officer 1 
Project Manager 1 
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Business Analyst – Knowledge Expert 12 
Senior Programmer Analyst – Technical 1 
Senior Business System Analyst – Technical 1 

Total Available 16 

 

E. RFP 4585 Compliance Documents 

 

 

 

 

 

 

F. System Design and Development 
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G. System Migration Plan 

 

 

 

H. Data Quality and Management Plan 
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I. Data Conversion and Migration Plan 

 

 

 

 

 

 

 

 

 

 

 

J. System Integration Testing (SIT) 
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K. User Acceptance Testing (UAT) 
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L. User Training and Documentation 

 

 

 

 

 

 

M. Product Updates 

 

 

 

 

 

 

 

N. Change Management and Control 
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VI. SOFTWARE ADMINISTRATION AND SECURITY 

A. General 
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B. Security Audit 

 

 

 

VII. FINAL ACCEPTANCE REVIEW 
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VIII. SUPPORT AND MAINTENANCE 

A. Customer Support 

 

 

 

 

 

 

B. Issue Tracking 
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C. Service Level Agreements 

 

 

 

 

Table 1 - Deficiency Priority Levels 

Priority 
Level 

Description of Deficiency 
Response 
Timeframe 

Resolution Time 
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Table 1 - Deficiency Priority Levels 

1 

Critical 

The system is down (unscheduled 
downtime), is practically down (e.g., 
extremely slow response time), or does 
not function at all, as determined by the 
State. There is no way to circumvent 
the problem; a significant number of 
State users are affected. A production 
business system is inoperable. 

One hour 
from intake 

Eight consecutive 
hours of intake 

2 

Severe 

A component of the solution is not 
performing by the specifications (e.g., 
slow response time), creating 
significant State business impact, its 
core functionality is not available, or 
one of the system requirements is not 
met, as determined by the State.  

Four hours 
from intake 

24 hours  

from intake 

3 

Moderate 

A component of the solution is not 
performing by the specifications; there 
are unexpected results, and there is 
moderate or minor operational impact, 
as determined by the State.  

24 hours 
from intake 

14 days  

from intake 

4 

Low 

As determined by the State, this is a 
low-impact problem that is not 
significant to operations or is related to 
education. Some examples include 
general how-to or informational solution 
software questions, understanding of 
reports, and general how-to create 
reports or documentation requests. 

48 hours 
from intake 

Resolve educational 
issues as soon as 
practicable by the 
Vendor. Low-impact 
software or operational 
issues are to be 
resolved by the next 
version release or six 
months unless 
otherwise agreed to by 
the State and Vendor. 

 

D. Remedies for Failure to Meet Service Levels 
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Table 2 – Service Credit Assessments 

Length of Continuous 
Unscheduled Downtime 

Service Credits 

1 to 4 hours 
One day of Service Credits equal to 1/30th of 
Monthly Fees 

4 to 48 hours 
Two days of Service Credits equal to 1/15th of 
Monthly Fees 

48 to 96 hours 
Five days of Service Credits equal to 1/6th of 
Monthly Fees 

Each additional block of 96 hours 
thereafter 

Additional Five days of Service Credits equal to 
1/6th of Monthly Fees 

 

E. System Monitoring 
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F. Backup Services 

 

 

 

 

 

 

 

 

 

G. Patching 
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H. Processes 

 

 

 

 

I. Software Updates 

 

 

 

 

 

 

J. Technology Refresh and Enhancements 
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K. Development and Configuration Block Services Hours 

 

 

 

 

 

 

 

L. Change Order Rates 

 

IX. DELIVERABLES 

A. General 

 

Table 3 – Deliverables for RFP 4585 

1. Project Work Plan and Schedule (Section I, G) 

2. Project Plans to include the following (provide itemized costs): 
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a. Continuity of Operations Plan (Section IV, F) 

b. Project Management Plan (PMP) (Section V, D) 

c. System Migration Plan (Section V, G) (Preliminary, then updated by module after 
award.) 

d. Data Quality and Management Plan (Section V, H) 

e. Data Conversion and Migration Plan (Section V, I) 

f. User Acceptance Test Plan (Section V, K) 

g. User Training Documentation (Section V, L) 

h. Change Management and Control Plan (CMP) (Section V, N) 

i. The Vendor must develop a RACI Model (Responsible, Accountable, Consulted, and 
Informed). 

3. System Documentation – complete and all-inclusive (Section V, B) 

Deliverables by Module – Corp 

1. Business Entity Portal Setup with Searches 

2. Data Conversion  

3. Business Registrations and Filings – External Portal 

4. Business Registrations and Filings – Internal 

5. Standard Reports and Queries 

6. Corp-specific Interfaces to include B2B Annual Reports, MS Department of Revenue 

Deliverables by Module – Uniform Commercial Code (UCC) 

1. UCC Customer Filing Portal Setup with Searches 

2. Data Conversion 

3. Import of UCC Images 

4. UCC Filings – External Portal 

5. UCC Filings – Internal  

6. Standard Reports 

7. UCC-specific Interfaces to include B2B Filings (high-volume bulk filings) 

8. UCC Customer Subscription Service 

Deliverables by Module - Charities 

1. Charities Filing Portal Setup with Searches 

2. Initial Data Conversion 

3. Charities Registrations and Filings – External Portal 

4. Charities Registration and Filings – Internal 
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5. Standard Reports and Queries 

6. Examinations and Investigations – shared with Charities, Securities, and Regulation & 
Enforcement 

Deliverables by Module – PreNeed and Perpetual Care Cemeteries 

1. PreNeed and Perpetual Care Filing Portal Setup with Searches 

2. Data Conversion 

3. PreNeed and Perpetual Care Registrations and Filings – External Portal 

4. PreNeed and Perpetual Care Registrations and Filings – Internal 

5. Standard Reports and Queries 

6. Examinations and Investigations – shared with Charities, Securities, and Regulation & 
Enforcement 

Deliverables by Module – Securities 

1. Securities Web Page with Search 

2. Electronic Import of Securities Filings and Related Payments 

3. Data Conversion 

4. Securities Registrations and Filings – Internal 

5. Standard Reports and Queries 

6. Examinations and Investigations – shared with Charities, Securities, and Regulation & 
Enforcement 

Deliverables by Module – Public Records Requests 

1. Public Records Filing Request Portal Setup 

2. Data Conversion 

3. Public Records Request – External Portal 

4. Public Records Request – Internal 

Deliverables by Module – Revenue Receipting System 

1. Internal Revenue Receipting for all Modules 

2. Data Conversion 

3. Interface with Regions Bank 

4. Interfaces with Internal Modules Databases 

 


